KENYA PLANT HEALTH INSPECTORATE SERVICE

ISMS MANUAL

Department: ICT & INNOVATIONS

MANUAL/KEPHIS/ISMS/NO.01

Revision:001 Issue: 001

‘ N A
Issued by: Sign / Approved by: Sign: K%’ .......

Depu ordinator ISMS Coordinator

Date....8 '~ )\0@1 Date....... wjf’z/%f'

ISO/IEC 27001:2022



1 Table of contents

L T OIS sy sirsss G oiass immenns ommsmmen a8 S RS S s 2
1.1 Background of Kenya Plant Health Inspectorate Service A3 o115 N—————— 4
VO e R——————————————— 4
| S S ———— 4
1.3 COre ValUES ..ottt 4
1 e L O 4
2 NOrMALIVE REMEIENCES ..u.vuieireiiisiiccteie et et e es ettt 4
3 Terms & DEfiNItiONS ....cucuiuiiececciiisiie ettt 5
4 Context of the Organization............ovuiuereueiieecereeeeeesssses s 5
4.1 Issues Related t0 the ISMS.........cciiiueiiseeec e eeee e 5
4.2 Needs and Expectations of Interested Parties ...........c.vvoeevvrveoosooeoeeososno 10
4.3 Determining the scope of the information security management system......... 22
4.3.1  Assets and TeChNOIOGY ....cueveviviieririeeeeseeeeees s oo 22
4.3.2  Information Security Management system and its Processes............... 22
S Leadership ..ot 23
5.1 Leadership and COMMItMENT ......veviviceieeeseeeeee e 23
o 23
5.2.1  Establishing the Information Security POIEY susscasssasitiommmmmmmmemsssnsmsssses 23
5.2.2 Communicating the information security POCY sszasisssicsimsssnnnnan snmunsnans 23
5.3 Organizational roles, responsibilities and aUthOFtIES. ..........vveeeeeeoeoooseonen 24
6 PlAIIIG rve o anmsnmcsionss sismosssesess smmmmensenenns eemes mewses s st a8 PSS s 24
6.1 Actions to address risks and OPPOrtUNIEIES .......oveevereereeeeesoeoeeoeeoeoeos 24
6.2 Information Security objectives and planning to achieve them....................... 24
a3 PlANmINg OF CHBTGES. «.ummvsmssinneissiimsmmonameo e osoms st 25
R - 25
7.1 RESOUITES wvvivuiitiisties ettt ee e ettt 25
7.2 COMPELENCE ..uviiiiiiiiit ettt 25
7.3 AWEIENESS ...oviviiiiiiiii ettt ee s et 26
74 COMMUNICELION. .....uitiuii ettt 26
7.5 Documented iInformation .........ccuuuieeiiieiecereeeeee e e e 26
B COPBIBUIONG cuuuumrnsissis v rmmmsnssiiass sesencessrsen soiusssn s s e A RS s e e e 26
8.1 Operation planning and CONLrol..........cciveuiveeieeeeeeeeeeeeees oo 26
8.2 Information Security Risk ASSESSMENT .........cvevereeeeeeeesseeesoeeoeeeeeose 26
8.3 Information Security Risk Treatment ..........ccovveeveeeereerereseseeoeoeoeoeoeoes 26
D PerOrmanCe eVRAIMEHON v swssosisnsssmtisismmmnsmanscoomasesessssesssosesmssssims syt 27
9.1 Monitoring, measurement, analysis and evaluate .........oooeeeeeeevveveeeeeeoeeeeeinn 27
9.2 INternal AUIL ....cvvviiiccce e et 27

ISO/IEC 27001:2022



9.3 Management review

10 TMPrOVEMENT «eovvisrressesesseissssss s 27
10.1  Continual IMProvemeNt....cuee i 27
10.2  Nonconformity and corrective action ... s 27

11 ISMS RISK MANAGEMENT FRAMEWORK ...coviiiiimiimmnnnesimninsnsnine s 28
11,1 OBJECHIVES cvrrcesrismisnsrmsssss st st s st s 28
RS o o R m————r e SRR R 28
113 DEfiNItIONS tevreersrersrsresssmsesmmsnmmsseassiasesssanmansssssssmma s s ia st 28
11.4  Roles and RespONSIDIlItIES ....uvvvinreririminsiini s 30
11.5  Risk Management PrOCESS ...uuerirmuessmmmsmnssnssisin s 31

11.5.1 RiSK ASSESSMENE ..uverrerrsissssssssmmssrsnssnessmnsiisnsssass s essstnsss s sneses 31
11.5.2 Risk Identification ......ccommiemsesmmmmmmni s 31
11.5.3 ASSet CategOriES ...ueviiiirrrrinsarssinsinssnrnn s s 31
11.5.4 Asset Valualion ....cvuieessimmimmmmesmmimsnmmsinnn i 32
11.6  RISK ANGIYSIS. cuvreereeessissmsmsiemmsnsmssssmssniasss st 33
11,7  RiSK EVAIULION wevvrrrrrrersmmmreissinnnssssssissssss s s 34
11.8  Risk AsSeSSMENt REPOM ..o.vveisvresrmnssenmssisaunmnnssssssnssan s s a5
11.9  Risk Treatment PrOCESS ..coerrerssssmsssmssiimmsensnnsasnssssssssnssmnmsnasssssisssnsnssss 35
11.10 Risk aCCEPLANCE CIItErTa. i erirrrrsssisimsss s s 37
11,11 APPENDIX ...uvereeserrsssrensssssassnsssssssnsissssssssisssssesstans sanasssstissassssiassssssssnsasssss 38
11.11.1 ANNEX 1. Risk Identification TeMplate.......couvmursmnmiimsrniimnnnniens 38
11.11.2  Annex 2. Information Security Risk Analysis and Evaluation Template39
11.11.3 Annex 3: Information Security Risk Treatment Plan Template........ 40
11.11.4 Annex 4: Information Security Risk Monitoring and Evaluation Template
41
12 REVIEW DEAIIS ..verreereeereersrnissessmmmssssssamnss s s s s s 42

ISO/IEC 27001:2022



1.1 Background of Kenya Plant Health Inspectorate Service (KEPHIS)

This manual provides guidance to the implementation of ISO/IEC 27001:2022 requirements in
the quest for achievement of the Corporation’s strategic objectives as outlined in the Strategic
Plan.

The implementation of the Information Security Management System is a strategic decision
by the Kenya Plant Health Inspectorate Service (KEPHIS) to ensure effectiveness, efficiency
and quality service delivery to its clients.

1.1 Vision

Excellence in Plant health and quality assurance in agriculture

1.2 Mission

To assure plant health, quality of agricultural inputs and produce towards a food secure
nation and safe trade

1.3 Core Values

1. Customer focus
Professionalism
Integrity

Team Work
Innovation

M o W9 I

1 Scope

The requirements of the information security management system shall be
implemented in all KEPHIS stations.

2 Normative References

For more information of the requirements of ISO/IEC 27001:2022 refer to ISO/IEC
ISO/IEC 27001:2022



27001:2022, Information Security Management System - Fundamentals and
Vocabulary.

3 Terms & Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC
27001:2022 apply

4 Context of the Organization

4.1 Issues Related to the ISMS
External Issues

External  Definition and Examples Relevancy to Organization and ISMS
Issue Objectives
Political The degree to which a government o Kenya is one of the countries with the
intervenes in the economy. This can lowest values on the International
include — government policy, Integrity Index. Corruption in Kenya
political stability or instability in would thus be a hindrance in getting
overseas markets, foreign trade new business. '
policy, tax policy, labor law, o Political climate in Kenya is uncertain
environmental law, trade and tends towards violence escalation
restrictions and so on. during election period. This could
hinder business relationships outside
Kenya.

ISO/IEC 27001:2022



External Définition and E)kamples Relevancy to Organization and ISMS
Issue Objectives

Economic Impact on how an organizational e Positive long term economic growth

Social

does business and also profitability.
Examples are: economic growth,
interest rates, exchange rates,
inflation, disposable income of
consumers and businesses

Shared belief and attitudes of the
population. Example — population
growth, age distribution, health
consciousness, career attitudes etc.

Techhélogital “'i'echinolégy énatgles:and_enrﬁances

the business by e.g. reducing the
time to market and increasing
product quality. Technology can
however be expensive and complex
to acquire, adopt/integrate,
maintain, decommission and
upgrade.

ISO/IEC 27001:2022

forecast

Increased demand for certified/high
quality seeds.

Expanded national and regional and
international markets

Increase the foreign investment
Increased interest in trade materials
Implementation of the EAC SPS
protocol

Enhanced opportunity for providing
leadership as a center of excellence.

Increased appreciation of need for
quality agricultural inputs and produce
Techno-savvy public.

Social media and mobile technology
use to sensitize stakeholders

Increased capacity for e-services

Reduced cost of communication and
connectivity

Enhanced access to information
Cyber and data insecurities due to
viruses and e-crimes

Rapid technological changes



External -Déﬁ'nition and Examples 7R'elevancy td Organization and ISMS

Issue Objectives

Environment Deal with an organizations o KEPHIS offices are not affected by

al and contribution to the environment e.g. specific threats of flooding or any other

Physical recycling raw materials and type of environmental threat. The only

Location pollution targets. minor issue is related to heavy rain
Also deals with how the which, when it occurs, can cause
environment affects the delays in transportation. However, the
organization latter has little or no impact on

information security and onto KEPHIS

ability to meet its business objectives.
o KEPHIS Nakuru regional office during

dry season has a high risk of getting

burnt.

Legal and Companies need to know what is o The justice system in Kenya is slow in

regulatory  and what is not legal in order to addressing legal cases and sometimes
trade successfully an avoid penalties judges and court officials have personal
or closure. Legal factors include - motivations towards solving cases. This
health and safety, equal makes the process of litigation
opportunities, advertising expensive thus Organizations prefer
standards, consumer rights and settling cases out of court which could
laws, product labeling and safety result in unfair or biased recompense.
etc. ' « Government decisions are often closely

linked to personal motivations of judges
and officials. Despite this, Kenyan
courts generally have qualified judges.
Furthermore, Kenya disposes, since the
enactment of the 2010 Constitution, of
an independent judicial system,
including a Supreme Court.

ISO/IEC 27001:2022



Internal Issues
Internal Issue

Buéiness st_ratégy-and
objectives

Organizational Structure

Inforrﬁatic_)n Siystt_amsﬂ
and Processes |

ISO/IEC 27001:2022

Definition and Examples-

-The plah deviséd to m.aintain. and

build competitive advantage or
maintain product relevancy

The way the orgénization is
structured and who reports to
whom,

that staff members engage in to
get the job done while handling
information assets.

.Relevancy td Ofgahization and

ISMS Objectives

'Though the ma_ppihg of ISMS

objectives to business objectives can
be a complex and time consuming
process it is necessary to ensure

ISMS objectives remain relevant.

KEPHIS adopts a functional
organizational structure. This allows
for specialization and easy scalability
as the organization grows. However,
for projects that cut across the
organization e.g. ISMS
implementation, the challenge is
employees become loyal to their
department and departmental
responsibilities rather than ISMS
responsibilities.

mThie da_ily écti;itiés a;)d proc_edures_KEF;HIé erTwpr_ys”\}ari_c_nusiprc;cesses. in

order to realize its business
objectives (as described under
section 2.2). Most processes are
supported by information systems
whose aim is to increase
performance and productivity.
KEPHIS also lays high importance on
the value of feedback resulting from
monitoring various processes and
procedures. This helps management
to make various decision e.g who



and who not to reward, resource
allocation etc

Organizational Culture 'Core values of the company that  In general staffs at KEPHIS ha_ve a

and Shared Values are evidenced in the corporate determination to deliver results.
culture and the general work There is a general belief that what
ethic. needs to be done has to be done,

and in terms of software
development, there is no client
request that cannot be translated
into working software.

Leéde_fshib S_tyle .. FOt: e;(arﬁplt_a: Kutc_)cr;tic,_ B I__eaaershi]; sty_lesiarf; abpli(_ed 7

Democratic, Strategic, depending on the situation. From
Transformational, Team, Cross- democratic to autocratic. This helps
Cultural, Facilitative and Laissez- in attaining KEPHIS objectives

faire Leadership. including ISMS objectives

Employees and Condition or set of conditions (e.g There is reason to cast doubt on the
Capabilities university degree) that permits or quality of a number of degrees
qualifies an individual to acquire offered in Kenya especially technical
power and ability to learn and do  oriented degrees, as indicated by
something within his capacity. audits from the Commission for
University Education. For example,
some Kenyan Universities focus on
theoretical neglecting practical
aspects of technical degrees like
software development degree.
Graduands often have to be taught
to write software at work.
Employee Competencies Application of capabilities (e.g As a result of thorough in-house
| knowledge) to accomplish a task training, KEPHIS employees are
as required while maintaining the highly competent. The regulations
needed attitude. including international conventions
demands high quality of
competence.

~1SO/IEC 27001:2022
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4.3 Determining the scope of the information security management system

4.3.1

4.3.2

The requirements of the information security management system management
system shall be implemented in all KEPHIS stations.

In determining the scope KEPHIS has considered; the external and internal issues,
requirements of the relevant interested parties and the products and services of the
organization.

All clauses of this standard shall be implemented within the information security
management system of the organization hence no exemptions.

Assets and Technology

The ISMS scope also covers the fol lowing assets of the organization:
* Business processes and all dependent interfaces including outsourced services.
e ICT infrastructure
* Paper documents including contracts, guidelines and other organizational
documentation.
e Human capital
This scope is as per KEPHIS statement of applicability (SOA) Issue 01 Revision 04.
The scope of ISMS applies to the entire Kenya Plant Health Inspectorate Service
(KEPHIS) operations, services and processes.

Information Security Management system and its Processes

KEPHIS processes include:
1. Phytosanitary & Biosecurity
e Import, Export & Border Control
e Pest Forecasting, PRA and Surveillance
 Standards, International Obligations & Trade
2. Seed Certification & Plant Variety Protection
e Seed Certification
 Plant Variety Testing & Protection
3. Laboratory Services
* Analytical Chemistry Laboratory & Food Safety
e Seed Testing Laboratory
e Plant Health & Molecular laboratories

ISO/IEC 27001:2022



4, Corporate Services
e Human Capital
e Finance & Accounts
e ICT & Innovation
e Corporate Communication
e Administration
e Security
5. Planning & Strategy
e Planning & Strategy
o Regulatory Research & Compliance
o Projects & Business Development
e Center of Phytosanitary Excellence (COPE)
¢ Enterprise Risk Management
6. Corporate Secretary & Legal Services
7. Internal Audit
8. Supply Chain Management
The above processes shall be established, implemented, maintained and improved in
accordance with the requirements of ISO/IEC 27001:2022.

5 Leadership

5.1 Leadership and Commitment

Top management shall demonstrate leadership and commitment with respect to the
information security management system as per the requirements ISO/IEC
27001:2022.

5.2 Policy

5.2.1 Establishing the Information Security policy

KEPHIS has established an information security policy (Ref: KEPHIS/IS) that meets the
requirements of ISO/IEC 27001:2022

5.2.2 Communicating the information security policy

The quality policy shall be communicated, understood, applied within the organization
and been made available to all interested parties as appropriate. Communication will

be done through various forms e.g. emails, display on notice boards, website,
ISO/IEC 27001:2022



meetings, social media platforms etc.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles
are assigned, communicated and understood within the organization. Assignment of
responsibilities and authorities shall be done through the Organogram, Job
descriptions, letters of authorities/appointments, delegation of duties and responsibility
matrices.

Communication will be done through various forms e.g. emails, display on notice
boards, meetings etc.

6 Planning

6.1 Actions to address risks and opportunities

KEPHIS shall establish a risk management framework to be used in determination of
the risks and opportunities that need to be addressed to: give assurance that the
information security management system can achieve its intended results; enhance
desirable effects; prevent or reduce undesired effects; and achieve improvement.

The risk management framework shall provide a plan to address the risks and
opportunities, how to integrate & implement the actions into its QMS processes and
evaluate the effectiveness of these actions.

6.2 Information Security objectives and planning to achieve them

KEPHIS shall establish information security objectives at relevant functions, levels and
processes needed for the information security management system. The information
security objectives set shall: be consistent with the information security policy; be
measurable; consider applicable requirements: be relevant to conformity of
products/services and enhancement of customer satisfaction; be monitored monthly;
and be communicated through display on notice boards, meetings, emails and
common folders. The quality information security objectives shall be updated annually.
Action plans for achievement of these objectives shall be determined to include the
objectives, strategies, responsible persons, timelines, resources and evaluation
methods.

ISO/IEC 27001:2022



6.3

Planning of changes

When the need for changes to the information security management system arises,
KEPHIS shall carry out the changes in a planned manner as per the requirements of
ISO/IEC 27001:2022.

7 Support

7.1

7.2

Resources

=« KEPHIS shall determine and provide the resources needed for the establishment,
maintenance and continual improvement of the information security management
system in accordance to the ISO/IEC27001:2022 requirements including people,
infrastructure and the environment for operation of processes.

= KEPHIS shall also determine and provide resources needed to ensure valid and reliable
results are achieved when monitoring or measuring is used to verify the conformity of
products and services to requirements.

«When measurement traceability is a requirement or considered to be essential in

providing confidence in the validity of measurement results, KEPHIS shall ensure
measuring equipment are calibrated or verified, identified and safeguarded from
adjustments, damage and deterioration.

« KEPHIS shall determine if the validity of the previous measurement results has been
adversely affected when measuring equipment is found to be unfit for its intended
purpose and shall take appropriate action as necessary.

= KEPHIS shall determine the knowledge necessary for the operation of its processes and
to achieve conformity of products and services. The knowledge shall be maintained
and made available to the extent necessary.

=When addressing changing needs and trends, KEPHIS shall consider its current
knowledge and determine how to acquire or access necessary additional knowledge
and required updates.

Competence

KEPHIS shall determine the necessary competence as per the requirements of ISO/IEC
27001:2022

ISO/IEC 27001:2022



7.3 Awareness

KEPHIS shall provide awareness of; the quality policy; relevant quality objectives; staff
contribution to the effectiveness of the quality management system, including the
benefits of improved performance and the implications of not conforming to the quality
Management system requirements.

7.4 Communication

KEPHIS shall determine the internal and external communications relevant to the
information security management system including: on what it will communicate;
when to communicate; with whom to communicate; how to communicate and who
communicates.

7.5 Documented information

KEPHIS shall develop a Standard operating procedure to guide in creation, distribution,
storage, maintenance, control, retention and disposition of documented information
(Ref: SOP/KEPHIS/QMS/01).

8 Operations

8.1 Operation planning and control

KEPHIS shall plan, implement and control the processes needed to meet requirements
for the provision of products/services and to implement the actions determined as per
the ISO/IEC 27001:2022 requirements.

8.2 Information Security Risk Assessment

KEPHIS shall perform information security risk assessment annually as per the KEPHS
ISMS Risk Framework. A risk register shall be developed and updated annually

8.3 Information Security Risk Treatment
KEPHIS shall implement a risk treatment plan as per the KEPHIS ISM Framework.

ISO/IEC 27001:2022



9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluate

= KEPHIS shall determine what needs to be monitored and measured, methods to be
used, timelines and analysis and evaluation of results.

« KEPHIS shall determine and evaluate the performance and effectiveness of the quality
management system

= Documented information as evidence of results shall be retained.

= Customer satisfaction (Ref: SOP/KEPHIS/QMS/03), analysis and evaluation shall be
done as per ISO 9001:2015 requirements.

9.2 Internal Audit

«KEPHIS shall conduct internal information security —audits as per the
SOP/KEPHIS/QMS/02.

9.3 Management review

= KEPHIS management shall review the organization’s information security management
system to ensure its continuing suitability, adequacy and effectiveness as per
SOP/KEPHIS/QMS/04.

10 Improvement

10.1 Continual Improvement

= KEPHIS shall continually improve the suitability, adequacy and effectiveness of the
information security management system.

= KEPHIS shall consider the results of analysis and evaluation, the outputs from
management review to determine if there are needs or opportunities that shall be
addressed as part of continual improvement.

10.2 Nonconformity and corrective action

= KEPHIS shall address nonconformities and undertake appropriate corrective actions as
per SOP/KEPHIS/QMS/06

ISO/IEC 27001:2022



11 ISMS RISK MANAGEMENT FRAMEWORK

11.1 Objectives

The objective of the Kenya Plant Health Inspectorate Service (KEPHIS) Risk Management
process is to ensure the information security risks are managed in line with the
Organization's criteria. for acceptance of risks and in order to ensure KEPHIS's ability to -
meet its business and information security objectives while at the same time complying
with its legal, regulatory and contractual obligations. :

11.2 Scope

The scope of the ISMS Risk Management applies to the entire Kenya Plant Health
Inspectorate Service (KEPHIS) operations, services and processes.

11.3 Definitions
The following definitions are used throughout this document:

» Action Points: A specmc proposal for action to be taken, They are reported in-
point form and are precise. :

» Asset: Any tangible or intangible thing or characteristic that has value to an
organization e.g. computer, services, information, people, reputation, image,
knowledge etc.

-« Impact: The potential loss should the risk materialize and will pronounce the
severity or conseguences -

+ Isms coordinator: Coordinates ISMS activities.

- ISMS Champion: * A person who by virtue of his/ her expertise or authority
champions a particular aspect of the risk management process but who is not the
risk owner.

« Risk: Probability that a threat will eprOit a vulnerablhty so as to cause harm (loss
of value) to an asset.

« Probability; Or Likelihood is the chance of something happening.

« Threat: A potential event with capacity to cause harm to the organization or
system. :

« Nonconformity: is a non-fulfillment or failure to meet a requirement.

« Risk Identification: Process used to find, recognize, and describe the risks that
could affect the achievement of objectives.

+ Risk Analysis: Process used to understand the nature, sources, and causes of the




risks that you have identified and in turn estimate the level of risk.

Risk Evaluation: Process used to compare risk analysis results with risk criteria in
order to determine whether or not a specified level of risk is acceptable or
tolerable.

Risk Criteria; Terms of reference used to evaluate the significance of
organizational risks. Used to establish whether a specified level of risk is acceptable
or tolerable using organization objectives, laws, policies etc.

Risk Acceptance: Criteria used to deliberately decide to tolerate conseguences of
a particular risk. '

Risk treatment: Risk modification process by selecting one or more treatment
options (avoid, mitigate, share, accept, or transfer.)

Inherent Risk: is a computation of impact verses likelihoods before risk
treatment.

Residual Risk: is a computation of impact verses likelihoods after risk treatment.
Risk: The uncertainty of an outcome that an event will occur and affect
achievement of objectives. Effect of uncertainty on objectives may be negative or
positive.

Risk Management: A process, effected by an entity's board of directors,
management and other personnel, applied in strategy setting and across the
enterprise, designed to identify potential events that may affect the entity, manage
risks to be within its risk appetite and to provide reasonable assurance regarding
the achievement of entity objectives.

Risk Owner: The person primarily responsible for coordinating a response to a
particular project or business unit. It could be the Managing Director, Directors,
Deputy Directors or Senior Managers.

Risk Culture: A system of values and behaviors present throughout an
organization that shape day to day risk decisions. Values, beliefs, knowledge and
understanding about risk shared by a group of people with a common purpose.
Likelihood: The probability that an adverse event which could cause
materialization of the risk, may occur.

Risk Factor: Something that increases the chance of an occurrence.

Risk Indicator: A measure used in risk management to indicate how risky an
activity is. :

Risk Ranking: The weight given to a risk based on the impact of occurrence, the
likelihood of occurrence and detectability. Risks can be ranked as high, medium or
low.

Risk Matrix: Tool used to rank risks within defined ranges by identifying
consequence and likelihood in order to analyze and prioritize management of



information security risks.

« Risk Register: List of Information security risks that could impact KEPHIS and
their associated ratings, based on the risk matrix, plotted on a heat map.

- Risk Appetite: The desired level of risk that KEPHIS is prepared and willing to
accept/take in pursuit of its mandate.

- Risk Tolerance: KEPHIS readiness to bear the risk after risk treatment in order to
achieve its objectives.

11.4 Roles and Responsibilities

« Role Responsibility

Board of Directors « Provide oversight strategic direction and resources
« Provide overall policy direction

: - o “ . Parti?:igétion_in man@men_t reviewi meeti_ngs

- — . — O » Acceptance of Residual Risk

Management/ Risk Owner
» Allocation of resources for the treatment of risk
» Definition of Risk Evaluation Criteria, Risk Acceptation

Criteria and Acceptable Risk Levels

» Responsible for ensuring that risk assessment,
continuous risk monitoring, appropriate response to
risk and communication is done to relevant
stakeholders regarding the condition of risk.

. __ISMS Eoord_inator} I . Coord;)ate th; impléFnentatTdn of I_SO/IEE 2700_1
Deputy ISMS standard.
Coordinator

« ISMS Champion » Development and review of ISMS risk register with
the risk owner including risk assessment, treatment
monitoring and evaluation.

« Inliaison with the risk owner, submit updated risk
register to the ISMS coordinator within the set
timelines.




Responsibility

. ISMS Auditors « To check conformance to the requirements of ISO/IEC

27001 standard

« To check effectiveness of ISMS

11.5 Risk Management Process
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11.5.1 Risk Assessment

Each risk shall be mapped based on probability of occurrence and potential impact.
Probability and impact shall be defined as follows.

11.5.2 Risk Identification

Each department/regions shall draw an inventory of its information assets that shall
include: Asset description, asset category, asset location, asset owner, asset value, threats
and vulnerabilities.

11.5.3 Asset Categories

Assets shall be divided in to two categories
o Primary Assets: Primary assets refer to assets that contribute to the risk analysis
process. These assets include business processes and information.
o Supporting Assets: Supporting assets include hardware, software, computer
networks, staff, servers, and organizational structures.



11.5.4

Asset Valuation

o All assets shall be valued in terms of preservation of confidentiality, integrity and
availability (C, I, A).
* Asset value shall be determined by finding an average of CIA
Guidance on Asset Valuation

Confidentiality

Value | Definition

5 Commercially sensitive information and whose disclosure or loss would have an
extreme impact on the organization’s reputation, publicity or lead to litigation

4 Commercially sensitive information and whose disclosure or loss would have a
major impact on the organization’s reputation, publicity or lead to litigation

3 Commercially sensitive information and whose disclosure or loss would have a

, moderate impact on the organization’s reputation, publicity or lead to litigation

2 Commercially sensitive information and whose disclosure or loss would have a
minor impact on the organization’s reputation, publicity or lead to litigation

1 Commercially sensitive information and whose disclosure or loss would have a
negligible impact on the organization’s reputation, publicity or lead to litigation

Integrity

Value Definition

5 Unauthorized modification of information critical to business operations and has
an extreme impact leading to financial losses, poor reputation, loss of markets,
loss of permits/licenses or shutdown of business’s operations

4 Unauthorized modification of information critical to business operations and has
a major impact leading to financial Iosses poor reputation, loss of markets,
loss of permits/licenses .

13 Unauthorized modification of information critical to busmess operations and has
a moderate impact leading to financial losses, poor reputation, loss of markets
| 2 | Unautharized modification of information critical to business operations and has

a minor impact on financial losses or'reputation

1 Unauthorized modification of information critical to business operations and has
a negligible impact on financial losses

Availability

Value |

Definition




5 Extreme impact on business operations due to total unavailability of critical
information and services leading to financial losses, poor reputation, loss of
markets.

4 Major impact on business operations due to 2-6hour unavailability of critical
information and services leading to financial losses, poor reputation, loss of
markets. ‘

13 Moderate impact on business operations due to 6-12hour unavailability of

critical information and services leading to financial losses or poor reputation

2 Minor impact on business operations due to 12-48 hour unavailability of critical
information and services leading to financial losses or poor reputation

1 Negligible impact on business operations due to unavailability of critical
information and services leading inconveniences

11.6 Risk Analysis

Risks shall be analyzed by assessing likelihood of a threat exploiting a vulnerability as per
the probability matrix below:

Probability (Likelihood) Matrix

Rank Likelihood Definition
Matrix

5 Almost Certain | Very likely. The event is expected to occur in most
circumstances as there is a history of regular occurrence

4 Likely There is a strong possibility the event will occur as there is
a history of frequent occurrence :

3 Possible The event might occur at some time as there is a history of
casual occurrence

2 Unlikely Not expected, but there is a slight possibility it may occur
at some time : '
1 Rare Highly unlikely, but it may occur in exceptional

circumstances. It could happen but probably never will




Impact Matrix

Rank Impact Definition
' Matrix
5 Extreme A risk that if occurs will have a severe impact on achieving

| desired results to an extent that one or more of its critical
outcome/objectives will not be achieved

4 Major | A risk that if occurs will have a major impact on achieving
desired results to an extent that one or more of its critical |
outcome/objectives will fall below acceptable levels

3 Moderate A risk that if occurs will have a moderate impact on
achieving desired results to an extent that one or more of
its critical outcome/objectives fall well below goals but
above minimum acceptable levels

2 | Minor | A risk that if occurs will have a mincr impact on achieving
desired results to an extent that one or more of its critical
outcome/objectives fali well below goals but above
minimum acceptable levels

1 Negligible
A risk that if occurs will have negligible or little impact on

achieving outcome/objectives

The detailed impact matrix shall be populated as per the various units and annexed to the
procedure. '
a. Evaluating and prioritizing risks - shall involve comparing the results of the risk
analysis with the established risk criteria to determine where additional action is
required. 1-4 = Low; 5-14 = Medium; 15-25 = High

11.7 Risk Evaluation

+ Risk values shall be evaluated against the information risk criteria and the risk level
determined as per the table below:



Negligible | Minor
1 2

Almost
Certain | Medium Medium

Medium | Medium

ikeli Possibl
Likelihood | Possible Medium | Medium

Medium

Medium

Impact

Table 1: Impact Matrix

« Impact is calculated by getting the average of Confidentiality, integrity and
availability or by taking the highest value of confidentiality, integrity or availability

e The risk value shall be determined by multiplying the likelihood and the impact
values

e Risk= likelihood *impact.

11.8 Risk Assessment Report

The results of the risk assessment shall be tabulated in the risk assessment report with
fields as shown the template, ANNEX A.

11.9 Risk Treatment Process

Treating the risks - Shall involve selecting treatment and implementing options for
addressing risks. The prescribed treatment can be one or more options



[ Risk Response/Treatment Strategies J
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Risk Acceptance/ Tolerance — Acceptance of risks is considered not to affect the
ability of the Organization of achieving the stated institutional objectives or ability
to comply with the applicable legal requirements, nor to impinge on the
Organization's ability to meet regulatory and contractual obligations;

Risk Avoidance/ Elimination — The Organization will implement appropriate changes
to either the organizational environment, systems or wherever required to ensure
the risk is no longer applicable and faced by the Organization;

Risk treatment/ Mitigation — Methods which apply technical or non-technical
controls to reduce the threat, vulnerability or impact of a risk;

Risk Sharing/Transfer — involves risk sharing with insurance to support
consequences or managed service. It is possible to share the responsibility to
manage risk but not the liability of impact;Risk Transformation/ Exploit - converting
what could be a possible risk into an opportunity.

Selection of controls

a) The organization shall determine all controls necessary for risk treatment. The

controls determined shall be compared with Annex A of ISO/IEC 27001 standard.



b) A statement of applicability (SOA) shall be maintained as documented information
to guide in risk treatment.

2. Risk Treatment Plan

Departments/regions shall maintain a risk treatment plan as per Annex 3

11.10Risk acceptance criteria

Risk exposure levels acceptable to KEPHIS is as per the ERM risk appetite tolerance
matrix.
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